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N verification of syntactic and semantic differences in procedure
AbstracN The launch of a NASA spacecraftdepends ona  scripts, and simulation capabilities to validate the equivalence

complex set of ground proceduresthat must be successfully ang  correctness relations between different  system
verified and executed These procedures are a complicated mix of representations [1].

software checks and calibrations, manual inputs and checks of . . . .

console data, and inspection of physical devices. Development, In this work, we .ar.e interested in - moving .bgyond
inspection and execution of these test procedures are currently Correctness towardoptimized correctnessBy optimized
labor-intensive and critically dependent on human expertiseln ~ correctness, we mean alternative, better ways to achieve tasks

this paper, we studyhow to use the autegenerated diagnostic intended by standard operating procedures. To accomplish
trees from existingdiagnostic models to improvethe verification  this we focus ontwo specific classs of procedures
of safety critical launch procedures.Our goal is to identify procedures to diagnosefisolate a particular failure in a

potential adjustments in the proceduresthat might offer savings d d f ail .
in terms of reduced complexity increased efficiency and ~ SyStémandprocedures toecover from dailure in a system

autonomy, and/or reduced cost The application of the presented ~ The research problem that we are studying is how to use the
method to a spacecraft electrical power system shows the autcgenerated diagnostic trees from existing software models
feasibility of the approach and its rang of capabilities. to improve aprocedureOs sequence of diagnostic chaeds
. recovery actionsWe use the insights gained from exploration
Index Terms\ fault ha_ndling,. verification of operational  5f the autegenerated diagnostic trees to identify possible
procedures, modeibased diagnosis. optimizations in the procedureQur goal is to identify any
adjustments to the procedhsrthat might offer savings in terms
| INTRODUCTION of reduced complexity (e.g., fewer steps, fewer branches),
. increased efficiency (e.g., faster results), increased autonomy
I:]”Or to launch of a NASA spacecraft a complex set ofg ¢ more fault isolation done in software), and/or reduced
ground procedures must be executed to verify that glhgt (e.g., reded usage of scaec resources).This is
launch commit crited have been met. These procedures aresdpecially useful for complex systems with redundant
complicated mix of software checks and calibrations, manuglements or functional redundancy. For examiple system
inputs and checks of console data, and inspection of physigalh twelve sensors, the manually developed procedure may
devices. Development, inspection and execution of these tgfkck all twelve, whereas the diagnostic tree shows that
procedures are currently labortensive and critically reguts from checking only a certain three of the sensors
dependent on human expertise. They generate thousandgfers the same fault space. In this casecareconsider
pages of documentation and many opportunities for humag;ysting the procedure to take advantage of this improved
error. efficiency option. Insights into such possible optimizations

There are various techniques developed that can help verdfifer opportunities forimproved fault handling in critical
and validate procedures. However, most currentfigation |5,nch procedures.

techniques are largely manual (inspection and reviews) and
focus primarily on the conformance of command programs to II. METHOD

standard operating procedures. Automated approaches toO h is based | : K led d
verification provide much needed support to mission urapproach IS based on leveraging knhowleage an

. - techniques applied for the diagnostic process by rrioaletd
operations, but thesepproaches are also limited to the qu P 9 1C pro y
diagnosis systems. These tools utilize information from the
_ _ design phase, such aafety and mission assurance analysis,
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development of procedures themselves, and thetebyove L ) ) Info
L. Existing Diagnostic Tree (DT) flow
towards optimized correctness. TEAMS st
Our method uses the Testability Engineering an| Models output of TEAMS ©TP)
Maintenance System (TEAMS) toslite [3] as the primary
platform for modeling. TEAMS is built upon the mudtignal \ /
modeling formalism [4], which is a hierarchicamodeling
mgthodology where the pro,pagatlon paths of the effegts of Consistency checks for independent verification
failure are captured using directed graphs. The model is bag - identify inconsistencies between DT and GTP

on structural connectivity or a conceptual block diagram of " identify equivalence in procedures
physical system connected by links or paths. Softwa Completec;lessfchecks for 'i‘ndipjndent verification |

; : ; : + identify missing checks/tests between DT and GTP
modulesinterfacing with the system are treated I.|ke any othe « identify missing responses between DT and GTP
hardware component, and can be included in the mod ) o ) )
Functions describe attributes of system variables to be trac M°de':bﬁiﬁfiF;fﬁ:ﬁ:‘,fepZ$;5°$l'r"'c'f,-:,'3,£§92z§*':esz'fe:;c,f;'fi:ﬁs"d"’"s
The TEAMS modeling elements callgdst pointsare then » identify optimized strategy for diagnosis and recovery actions
added to the model. Test iptB represent the physical or Fig. 1. Overview of the developed method for optimized fault handling

. o . its specific objectives.
computational locations of checks using sensors or sensor ¢
as well as other means for observing a syst€estsare for comparable or lesser cost.
procedures that look at the data from the sensors and mak®8y associatingestsandactionsin the diagnostic tree with a
decisions about system attributes associateith ihose number of cost parameterfresource usage/timing/agent
measurements. This graph topology is then converted intaresponsible)we provide a method that can be used to identify
matrix representation describing the relationship betwedémprovement opportunities in existing procedures, and to
faults and test points for a given mode of the system. Thievelop more optimal ones. This extends our previous work
representation contains the basic information needed dm three NASA applications (an unpiloted aerial vehicle, MER
interpret tes results and diagnose failures during operationsritical pointing software, and a spacecraft electrical power
In addition, actions corresponding to recovery andsystem testbed) that shed how early consideration of
maintenance tasks can be included in the TEAMS model.  potential anomalies using the diagnostic tree could help build

Our investigation usesexisting TEAMS models to in robustness for handling software contingencie8][5

systematically explore the diagnostic trees that dan
produced from these relationships between faults, tests, and lll. PRELIMINARY RESULTS
actions in the model. Mliagnostic treedescribes an optimized 1, gemonstrate the feasibility of our technique, are

sequence of checks based on the results of prior checks, ing it to portions of arepresentative electrical power
D.|fferent. operathnal modes or configurations have dlfferergystem (EPS), called the Advanced Diagnostic and Prognostic
diagnostictrees since some faults are only possible, and SOM8sthed (ADAPT), located and maintained at the NASA Ames
checks are only appropriate or available, in certaiRasearch Center.

configurations or modes of operation. The TEAMS model developed for this purpose consists of

_For faults that cannot be detected and/or isolatect thyasic hardware components inchuglibatteries, relays, circuit
diagnostic tee shows the seof indistinguishable failres, breakers, a set of operational loads, etc., and sensors

calledambiguity groupsThus, all the nodes of the diagnostiGneasyring the physical characteristics of the system. In
tree at the tofievel and the intermediate levels are tests in theygition, the model includes the software architecture of the
model. The leaf nodes of the diagnostic tree are either fauég/stem mainly a data acquisiton and control systaat
handling  actions  (e.g,, remove/replace a failedgngs commands to and receives data from the testbed
part/compaen) that have beespecified for each component gyerai, he model was developefibr detection and isolation

in the model, faults that have been isolated but for which thege ¢5,1ts ircluding basic softwarefaults. A simplified

is currenly no recovery possible, or an ambiguityogp of  gchematic of thenodeledsystemis shown in Figure 2.

faults that cannot currently be detected and isolated by therpq operational procedes for theEPS system arebased

available tests. ~_ upon an advanced caution and warngygtem developed as
These diagnostic trees can be agtmerated from existing g, interface concept for a crewed vehicle . [@urrent

TEAMS models, thus making our new optimization techniquocedures do not include software faults. However,
easy to adopt. By dynamically exploring the model using thgsye|oping procedures concerning software faults is one of
set of diagnostic trees generated, ga&n insight into the - immediate future tasks. For this preliminary investigation,
efficacy and efficiencyof alternative faulisolation and ;e selected thoseroceduregocusing on recovery actions for
recovery paths. This process is illustrated in Figure 1. We aRalysis.

especia!ly intgrested in finding any shorter sequence of testsy, running these analyses, we first identify yenptomgor
and actions (i.e., shorter path) that produces the seewts hqerable states) of the system that correspond to off
(i.e., isolates the same faubr recovers from a malfunction), ,ominal conditions in the system. An example is a Orelay




Procedure: Battery Output Voltage Anomaly
<_~> (checks for battery failure and reconfigures the system to use the redundant battery)

— Step 1: Verify Config Battery 1 to AC Load Al
<_‘> — Step 2: If Battery1 Output Voltage (EY 141 reading) < Vthreshold
vAc’loadA — Step 3: Turn Off Battery 1
@ — Step 4: Turn On Battery 2

— Step 5: Command EY 241, EY 260, EY 274 closed

@ — Step 6: Verify TE 505 within operational limits

Fig. 3. A procedure for recovering from a leajtfailure in the EPS systen

Battery Assembly 2 Power Distribution 2 = ACLload B

Fig. 2. The simplified schematic tife ADAPT EPS Systeif10] Specifically, our method helps identify: (1) inconsistencies

) between the information generated by diagnostic trees and
failureO. We then set particular symptoms to be active in theund test procedures, (2) missing checks/tests and responses
TEAMS model by using the user interface menu provided fasetween diagnostic trees and ground test procedures, (3)
all symptoms defined in the model. This automaticallghorter paths for diagnosis/isolation and recovery actions than
generates a diagnostic treg forcing the analyzed symptom those suggested by operating procedures, and (4) an optimized
to be the root node of the tree. As described before, tegategy br diagnosis/isolation and recovery actions.
diagnostic trees capture a sequence of tests, checks, aml set
that needs to be performed in order to diagnosel/isolate the V. ACKNOWLEDGEMENT
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